International Journal of Computer Science ‘g International Academy of Science,

and Engineering (IJCSE) P .
ISSN(P): 2278-9960; ISSN(E): 2278-9979 Engineering and Technology

Vol. 3, Issue 5, Sep 2014, 43-60 IASET Connecting Rescarchers; Nurturing [nnovations
© IASET

DEFENCES AGAINST LARGE SCALE ONLINE PASSWORD GUESSING ATTACKS BY
USING ADVANCES FEATURES OF KBAM

PRATHYUSHA CHANDAVOLU ', SURESH YALLAMATI 2& VINAY SOWPATI 3
'M.Tech Student, Department of PG (CSE), Loyolaitmit of Technology and Management, SathenapallijtG
Affiliated to Jawaharlal Nehru Technological Unisity, Kakinada, Andhra Pradesh, India
“Assistant Professor, Department of CSE, Loyolaitirtstof Technology and Management, Sathenapallift@-.

3Scientist, National Informatics Centre, Bidar, Kataka, India

ABSTRACT

Usable security has distinctive usability challendeecause the need for security often means thatatd
human-computer-interaction approaches cannot bectfirapplied. An important usability goal for knedge-based
authentication systems is to support users in Setepasswords of higher security, in the sendeedig from an expanded
effective security space. This paper presents &gliated evaluation of the Persuasive Cued Clidkt®ayraphical
password scheme, including usability and secusigfuations, and implementation considerations ukimgwvledge based
authentication mechanisms. We use persuasion lieeimde user choice in click-based graphical pasgsyancouraging
users to select more random points, and hence difiailt to guess, click-points. Our resulting grthe comprehensively

reduces hotspots while still maintaining its usapil

KEYWORDS: Authentication, Empirical Studies, Graphical PassispKnowledge Based Authentication Mechanism,

Persuasive Cued Click —Points, Usable Security
I. INTRODUCTION

People select predictable passwords. This occurth viboth text- based and graphical passwords.
Users tend to choose passwords that are memorabterie way, which unfortunately often means thatpthsswords tend
to follow predictable patterns that are easierdtiackers to exploit. While the predictability pketm can be solved by
disallowing user choice and assigning passwordsséss, this usually leads to usability issues simzrs cannot easily

remember such random passwords.

An authentication system should encourage strongsvpards while still maintaining memorability.
We propose that users leesuaded to select more secure passwords. Our proposednsyiiters user choice while
attempting to influence users to select strongesswards. It also makes the task of selecting a wesdsword

(easy for attackers to predict) more tedious, @eoto discourage users from making such choices.

In effect, our scheme makes choosing a more sequaesword the “path-of-least- resistance”.
Rather than increasing the burden on users, iasee to follow the system’s suggestions and createore secure

password; a feature that is lacking in other scleeme

We applied our approach to a click-based graplpaasword system and conducted an in-lab usabilityyswith

39 participants. Our results show that our PerseaSiued Click- Points scheme is effective at realyiche number of
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hotspots (areas of the image where users are nim@ly ko select click- points) while still maintamy usability.
While we are not arguing that graphical passwomdsthe best approach to authentication, we find thay offer an
excellent environment for exploring strategies liefping users select better passwords since sy & compare user

choices. Indeed, we also mention how our approdghtrbe adapted to text-based passwords.

As an independent research contribution, we inttedand utilize a statistical approach for deterngnand
comparing clustering in point patterns that arisegjiaphical passwords, by using spatial statigyipgally used in earth

sciences and biology.

The remainder of this paper is organised as folloWe first discuss background literature on usagleurity,
graphical passwords, and persuasive technologyt Mex describe our Persuasive Cued Click-Pointsegysand

methodology for the usability study. Finally we piae analysis and discussion of the results.
Il. BACKGROUND

Designing user interfaces for authentication systeand security applications in general, raisesesiomeresting
challenges. While the area odable security [6] can draw from existing HCI knowledge, some fanental differences

must be taken into account. The properties of #gcsystems that set them apart include:

* There is a second group of users, namely illegiemesers, who are actively trying to attack theteayps Such
attackers will exploit any information leaked byr dhat can be extracted through, the interface.
They will also leverage any way that the system lsarmisused or any means to spoof the interfadeidio

legitimate users. This makes providing helpful fegck difficult, as it may also help attackers.

e Security is typically a secondary task [28]; ifriipedes users’ primary goals, users will oftenttrycircumvent

security.

* Users have poor mental models of security [4, 28] @ften misunderstand or underestimate the coesegs of

insecure actions. They may not even realize ttet #ttions are insecure in the first place.

» Computer security suffers from the “barn door” pedp [28]: if information or a system is exposeceevor a

brief time, there is no guarantee that it has eenbcompromised in an irrecoverable way.

While these represent security concerns, they ladirectly related to users of the system andwuahssolutions

must focus as much on the HCI aspects of the syateom the technical security components.

For example, authentication schemes have both @dtieal and effective password space. The formeace
includes the set of all (theoretically) possiblesg@ords. User choices tend to fall into a much Emnalbset of the full
password space, known as the effective passworcesga illustrate, 4-digit PINs offer 10000 possildombinations
(0000 to 9999). However, some digit combinatioresrauch more likely to be selected by users, sugreass or patterns
like 1234. Therefore, while the theoretical passivepace has a size of 10000, the effective passemade is much
smaller. We use PINs only to illustrate the cona&ppassword spaces. As their small theoreticabywasd space makes
them inherently insecure, PINs are typically usedanjunction with a second authentication methathsas providing an
access card.

An important security goal is to design a systeat thaximises the effective password space. Sireefflective
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password space is determined by user behavioun, swesign involves usability as well. The resgltirsability goal is

that users must be encouraged to select more seassevords without sacrificing the usability of #ystem.

One of the challenges in measuring the effectivesward space is determining a proximity function
(a measure of similarity between items). With tpasswords, there is no single, obvious measurehat \makes two
passwords similar: Similar letters in the same tpms? Common pet names or birthdays? Some othersune?
Click-based graphical passwords however, have aralaproximity measure: the spatial distance betweeo points.
As such, graphical passwords provide an excellentr@enment to explore and analyse user passworiehas well as

approaches for enlarging the effective passwordespa

Usable authentication is an active research ardanbumethod has yet emerged as the ideal solution.
Text passwords are the most popular method of atittating users in computer systems, but thesesis@ifbm security
and usability problems. Improvements such as mnanpasswords [18] and passphrases [17] have hattdimuccess as
they also suffer from predictability problems oeithsecurity has not been sufficiently studied. Bétric authentication
systems [15] have also been proposed but these bawveimber of usability issues and privacy imploasi
For example, if an account is compromised in sorag, it can be difficult to issue a new biometricataser. Furthermore,
it is difficult for users to create distinct idergs for various parts of their life. Other methadsuthentication include the

use of tokens, such as smart cards, but these enfoydptten or stolen.

Figure 1: A User’s Navigation Path through a Sequere of Images to form a CCP Password. Users Click ddne
Point per Image and the Current Click-Point Determines the Next Image Displayed

A. Click-Based Graphical Passwords

Graphical passwords offer an alternative to texedlapasswords that is intended to be more memoeatule
usable because graphical passwords rely on ouityabd more accurately remember images than tex].[2
Several forms of graphical passwords have beenogezp Suo et al. [22] and Monrose and Reiter [f@f @verviews of
various schemes and their design rationales. Cticptar relevance is Jimini [23] where passworde areated by
positioning a “template” over a background imagettsat the user’s secret areas fall within the aut{mortions of the
template. They found that users had difficulty rembering the position of their template and selestedlar areas of the

images.

We focus primarily on click-based graphical passigoin PassPoints [29, 30], passwords consistsafgaience

of five click- points on a given image. Users mayest any pixels in the image as click-points foeit password.
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To log in, they repeat the sequence of clicks & ¢brrect order. Each click must be within a systifined tolerance
region of the original click-point. The usabilityné security of this scheme was evaluated by thgir@i authors
[9, 29, 30] and subsequently by others [3, 16, B5kas found that although relatively usable, s#giconcerns remain.
The primary security problem is hotspots: differesers tend to select similar click-points as dirtheir passwords.
Attackers who gain knowledge of these hotspotsuthinoharvesting sample passwords or through autamatage
processing techniques can build attack dictionadesl more successfully guess PassPoints passwerd5].
A dictionary attack consists of using a list ofg@tial passwords (ideally in decreasing orderlalihood) and trying each
on the system in turn to see if it leads to a air@yin for a given account. Attacks can targstregle account, or can try

guessing passwords on a large number of accouhtspies of breaking into any of them.

To reduce the security impact of hotspots and &urttmprove usability, we proposed an alternativekebased
graphical password scheme called Cued Click-P¢®&P) [5]. Rather than five click-points on one geaCCP uses one
click-point on each of a sequence of five imagds Mext image displayed is determined by the lonadf the previously
entered click-point (Figure 1). The claimed advgetare that logging on becomes a true cued-recafiario, wherein
seeing each image triggers the memory of a correBpg click-point. Thus remembering the order & thick-points is
no longer a requirement on users, as the systesemi®the images one at a time. CCP also providgkcit feedback
claimed to be useful only to legitimate users. Whgyging on, if users suddenly see an image theyadaecognise, they
know that their previous click-point was incorrekibwever, to an attacker without knowledge of tlerect password,
this cue is meaningless. Hotspots are still repgoff in CCP, but because a very large pool of iesagan be used
(as opposed to a single image per user in Passpoattackers must perform proportionally more wtwkgain useful

information.

Visual attention research [31] shows that differprople are attracted to the same predictables amdeen
looking at an image. This suggests that if usetecsdheir own click-based graphical passwords @ithguidance,
hotspots will remain an issue. Davis et al. [7]gegt that user choice in all types of graphicabpasds is unadvisable
because users will always select predictable passndo the best of our knowledge, no researchr gache present
paper exists on helping users select better grappasswords, nor on how to avoid hotspots in diiaked systems during

password creation.
B. Persuasive Technology

Persuasive Technology was first articulated by HAddg as using technology to motivate and influepeeple to
behave in a desired manner. He discusses howédn&dues can be designed to actively encourags tsgrerform
certain tasks. Forget et al. [12] propose how tlmeag be condensed into a set of core persuasineiples for computer
security. An authentication system which appliessiasive Technology should guide and encourages useselect
stronger passwords, but not impose system-genepatesivords. To be effective, the users must narégthe persuasive
elements and the resulting passwords must be métaorAs detailed in the next section, our proposgdtem
accomplishes this by making the task of selectimgeak password more tedious and time-consuming.phitle-of- least
resistance for users is to select a stronger pads{mot comprised entirely of known hotspots otdaing a predictable
pattern). As a result, the system also has therddga of minimizing the formation of hotspots asrosers since click-

points are more randomly distributed.
lll. PERSUASIVE CUED CLICK POINTS
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Previous work [9, 16, 25] has shown that hotspotsaaproblem in click-based graphical passworasg]iteg to a
reduced effective password space that facilitatesensuccessful dictionary attacks. We investigatbeéther password
choice could be influenced by persuading usersetect more random click-points while still maintaign usability.
Our goal was to encourage compliance by makinglébe secure task (i.e., choosing poor or weak parsis) more

time-consuming and awkward. In effect, behavingisgly became the path-of-least-resistance.

Using CCP [5] as a base system, we added a pemsuesture to encourage users to select more esecur
passwords, and to make it more difficult to sefgasswords where all five click-points are hotsp8fgecifically, when
users created a password, the images were slightigded except for a randomly positioned viewpage (Bigure 2).
The viewport is positioned randomly rather thanc#mlly to avoid known hotspots, since such imfation could be
used by attackers to improve guesses and couldledgbto the formation of new hotspots. The viewpaosize was
intended to offer a variety of distinct points ksitll cover only an acceptably small fraction of pbssible points.
Users were required to select a click-point witthis highlighted viewport and could not click ouatsiof this viewport.
If they were unwilling or unable to select a cligkint in this region, they could press the “shtifteitton to randomly
reposition the viewport. While users were allowedshuffle as often as they wanted, this signifigastowed the
password creation process. The viewport and shbffttons only appeared during password creatiominDpassword
confirmation and login, the images were displayedmally, without shading or the viewport and useese allowed to

click anywhere.

Our Hypotheses Were
» Users will be less likely to select click-pointstHall into known hotspots.
*  The click-point distribution across users will ben@randomly dispersed and will not form new hotspo
* The login success rates will be similar to thoséheforiginal.

« Participants will feel that their passwords are ensecure with PCCP than participants of the orig@P

systems.

"s¢ Create Password g@‘

Create Password

Username: Reset Legin

5 clicks left

Trial #: 4

Figure 2: Screenshot of the PCCP Create Passwordtirface with the Viewport
Highlighting a Portion of the Image. (Pool Image fom [21])

IV. LAB STUDY
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The methodology for the usability study was revidveand approved by our university’s ethics commitfiee
psychological research. We tested Persuasive-CCERPin a lab study with 39 participants who cortgdeindividual
one-hour sessions. Participants ranged in age ft@mo 37. Most were university students from vasidields.
All were regular computer users who were comfodakith passwords and using a mouse. In total, filata 307 trials

was collected. A trial consisted of a 5-step predhat included creating, confirming, and loggimgvath a password.

The PCCP system was implemented in J# and ran\Mindows- based computer with a screen resolution of
1024x768. Consistent with previous PassPoints 83,30] and CCP [5] studies, the image dimensionseewidb1x331
pixels and the tolerance region was 19x19 pixdis @rea around an original click-point accepteda@sect since it is
unrealistic to expect users to accurately targebatt pixel). We used the same set of 330 imag@s the CCP study [5],
including the 17-image subset used in the PassPbt study [3]. In our test system, the viewpodsva 75x75 pixel
square. System logs recorded the coordinates otlible-point on each image, the location of thewpert for each

shuffle, and timestamps for each user action.

We used a between-participants design, with alliggpants from this study assigned to the viewpanmdition.
For comparison, we used data collected from previstudies [3, 5] where participants created pastsvaithout the
viewport. The methodology, including instructionso tparticipants, questionnaires, equipment, software

(other than the addition of the view port), and

Figure 4: The Cars Image [2]
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Figure 5: Displays Individual Click-Points from CPP and PCCP Respectively for the Pool Image. The Basteat
Map Shows the Location of Known Hotspots Derived fothe PassPoints-Field Dataset and thus is Identitan both
Plots? (Best Viewed in Colour)

Images were identical to those used for CCP. Buitliess were conducted by the same researchers cbiégated

from CCP can therefore be used as a control grgamst which to measure the effects of the viewpoRCCP.

Participants were first introduced to the systernd #&wld that they would be creating graphical passiao
They were further instructed to pretend these pastsvwere protecting their bank information, andstishould select
passwords that were memorable but difficult foreoghto guess. They were told that the viewport avésol to help them
select more secure passwords, but that they cdulffles as many times as they wished to find a blgtalick-point.
Participants completed two practice trials (notuded in the total count of 307 trials) to ensurattthey understood how
the graphical password system worked. They thengaded to complete up to 10 further trials, as tth@ved. A trial

consisted of the following steps:

» Create a PasswordUsers selected one click-point on each of fivéedént images. They could use the shuffle

button to move the viewport until they found a degiclick-point.

« Confirm a Password: Users re-entered their click-points. If they madeerror, they could clear their clicks and
try again. In cases where they absolutely did maivktheir password, they could reset, effectivelyuming to

the first step.

* Answer Two Questions:Users answered two on-screen questions aboutahe&nt password, providing their

opinion of how easy it was to create a passwordnamd difficult it would be to remember it in a week

» Complete a Mental Rotations Test (MRT):
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Figure 6: Displays Individual Click-Points from CPP and PCCP Respectively for the Cars Image. The Basteat
Map Shows the Location of Known Hotspots Derived fothe Passpoints- Field Dataset and thus is Identit on Both
Plots. 2 (Best Viewed in Colour)
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Users spent at least thirty seconds completing BT luzzle [22]. This was primarily intended to sleta the

passage of time and work as a distraction to dlisaral working memory.

Log In: Users re-entered their password to log in. As whk Confirm phase, they could clear their
click-points at any stage if they made a mistakéhey could reset their entire password and retoirtne first
step of the trial if they were unable to log in.uers were frustrated and could not use the dgivages, the

interface allowed them to skip this trial and méwéhe next one.

Users also completed two questionnaires: a demb@gspuestionnaire at the midway point and a fpt-task

guestionnaire to complete the hour-long session.

V. DATA ANALYSIS & INTERPRETATION

To analyze PCCP’s performance, we compared the matathis user study to the following three dataset

collected in previous studies [3, 5]:

PassPoints-lab (PPLab)43 participants tested a PassPoints system witliffiefent images in a lab setting with
the same methodology as this current study. Attl8&aspasswords (155 click-points) were collectedeacch

image.

PassPoints-field (PPField):376 participants used a PassPoints system for geksvto access online notes for
their class. Only the Pool (580 click-points) (FigB) and Cars (545 click-points) (Figure 4) imagese used.

These two images were selected from the set usi iRassPoints-lab study.

Cued Click-Points (CCP):57 participants tested a Cued Click- Points systétin the same set of 330 images
and same methodology to this current study. 32%teligk-points were collected on each of the 17econages
from the PassPoints-lab study. Data was also ¢elleon the remaining 313 images, but since these we

randomly displayed and only a small subset was bgesach participant, limited data was available.
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Figure 7: Individual Click-Points “Guessable” Using Hotspots from the PassPoints-Field Study on the Bbimage

We had the most data available for the two imagesl in the field study: the Pool image (Figure 1) the Cars

image (Figure 4). In most cases, the click-pointtected in the PassPoints-field study will be uasdhe reference dataset

since they were gathered in a realistic usage siceaiad included the most samples.

Our data analysis examines several aspects ofytens in order to address each of our previousiyedt

hypotheses. We first look at the general usahilft}PCCP, then focus on the issue of hotspots, mwadlyf discuss users’

perception of the system.
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A. Success Rates and Timings

As shown in Table 1, participants were able to essfully use PCCP. Success rates were calculatddeas
number of trials completed without errors or restaover all trials. As in earlier studies withotlibased graphical
passwords [3, 5], participants had some difficditying confirmation while learning their passwoldt had little problem
logging on afterwards. The success rates in Tabere calculated using the most stringent critesidy passwords that
were entered correctly on the first attempt withpugssing the reset/clear button were consideredessful. With a
broader interpretation of “success”, there are @igstances (99% success) where users were uttablentually log in

correctly and had to create a new password.

In comparison, CCP’s [5] reported confirmation alodin success rates were 83% and 96% respectively.

We suspect that PCCP participants had more difficaitially
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Figure 8: Individual Click-Points “Guessable” Using Hotspots from the Passpoints-Field Study for the &s Image

Learning their password because they were selectiog-points that were less obvious than thosesehoby
PassPoints and CCP participants. However, PCCRiparits were ultimately able to remember theirspasds with a
little additional effort. login success rates of £@nd PCCP are not significantly differeg2(l, N=564)=0.07, p=.796)
thus suggesting that the gain in security (redum®espotting, as shown in section 5 C) was nadbateixpense of usability.

Password creation was the longest of the threeegh@&ble 2). Users were progressively quicker eilch
re-entry. This is consistent with the pattern sieetihe previous graphical password studies. Wertegpe total time taken
to complete a phase: from the time the first image displayed to the time that they pressed thanLbgtton, which
included time spent thinking about their passwave. also report the “click-time”: the time takenrmdhe first click-point

to the fifth click-point. This represents the tita&en to actually enter their password.

The CCP study [5] reports a median login click-tiofe6.0 seconds which is faster than PCCP’s 7.8rsix
This difference is likely due to the slightly steegearning curve from memorising a password thatat comprised of
hotspots. However, PCCP participants did get pssively quicker and we speculate that comparalgim lbmes may be

achievable with a few more login attempts.

'Results of the Chi-square (x2) test and other tests of statistical significance used within this paper are considered
dtatistically significant when p <.05, indicating that the groups being tested are different from each other with at least 95%
probability.
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Table 1: PCCP Success Rates Compared to CCP [5]

Create Confirm Login

PCCP Success rate  305/307 (99%) 211/307 (69%) Q78ER%)
CCP Success rate 251/257 (98%) 213/257 (83%) 24Q0X®/)

Table 2: PCCP Completion Times for Each Phase (In€gonds)

CreateConfirm|Login
Total time: mean| 50.7 29.9 16.2
Total time: mediapn41.4| 18.9 | 14.(
Click-time: mean| 36.3 24.9 10|6
Click-time: median 28.5 11.6| 7.8

B. Shuffles

The shuffle button was used moderately during passwreation (Table 3). 63% of trials had 5 or feskuffles
across all 5 images within a password (i.e., amameeof at most 1 shuffle per image). We found tisatrs who shuffled a
lot had higher login success rates than those whdfled little but the difference was not statiafly significant
(t(305)=1.89, p =.06).

Table 3: Effect of Shuffles on Success Rates for BUrails

Shuffles # of Trials | Login Success Rate
Low (0-5) 194 (63%) 89%
High (>5) 113 (37%) 94%

Most participants devised a shuffling strategy arsgéd it throughout their session. They either testly
shuffled a lot at each trial or barely shuffledidgrthe entire session. Those who barely shuffiddcsed their click-point
by focusing on the section of the image displayethé viewport, while those who shuffled a lot swachthe entire image,
selected their click-point, and then proceedechtdfke until the viewport reached that area. Wharstioned, participants
who barely shuffled said they felt that the viewpmiade it easier to select a secure click-poinbsehwho shuffled a lot
felt that the viewport hindered their ability tolesst the most obvious click-point on an image amat they had to shuffle

repeatedly in order to reach this desired point.
C. Hotspots

The primary goal of PCCP was to increase the éffleqiassword space by guiding users to select maom@om
passwords. To gauge our success, we therefore chéedeetermine whether PCCP click-points were nrareomly

distributed across the image and whether they sstdéy avoided known hotspots from previous stadie

To begin our analysis, we represented the clickipadata graphically on the images themselves.
The PassPoints-field study involving the Pool and Cars images yielded a largigme of data about where users clicked.
We used a Gaussian kernel smoothed intensity fumé¢ti summarise this data for each image [8]. Vém ttreated heat
maps to depict this summary on the image areagusameral colour bands to represent varying intessof click- point
concentration. The most intense areas thus comespm hotspots. This heat-map of hotspots was asetthe basis for

comparing whether PCCP was better at avoiding kniostapots than CCP.

*The heat map isincluded to illustrate how many of the CCP and PCCP click-points fall near or within known hotspots.
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Figure 5 shows the heat map for fhassPoints-field click-points on the Pool image. White areas arel¢last
click-point intensive and cover most of the imageaa The five colour bands from red to yellow irade progressively
more intense areas thus revealing severe hotspwsfigure shows the same heat map twice: on theoleerlaid with the
individual click-points (shown as small circlespiin the CCP study (34 click-points), and on thetrigh our PCCP study
(35 click-points). Figure 6 shows the correspondinfprmation for the Cars image. Visually, it appedhat PCCP
click-points are more randomly distributed acrolss tmage and not as concentrated on the heat migpoi® As
described below, we further tested to see whettiemtas true by conducting a dictionary attackhmndlick-points and by

conducting some spatial statistics tests whichioomrthat PCCP click-points are more randomly distted on the images.

To determine whether PCCP helped users avoid histspe used the data from the earlier PassPoiglts-gtudy
[3] to compile a list of hotspots for the Pool aBdrs images. The PassPoints-field datasets incla@i@click-points for
Pool and 545 click-points for Cars. The hotspotsewgetermined by finding the number of neighbouxfigk-points that
were within tolerance of each click- point, sortiirg decreasing order on this number of neighbotiven greedily
assigning each click-point to the largest hotspot Which it was within tolerance. The result wadish of hotspot

coordinates sorted in decreasing order by numbeliak-points they encompass.

We compared these hotspots to the click-pointsegathfor PCCP and CCP. Figure 7 and Figure 8 shew t
cumulative percentage of individual click-pointathwere “guessable” (i.e., the click- point fellthin tolerance of a
hotspot) for the Pool and Cars images respecti®GCP click-points were much less likely to falthim hotspots than
CCP’s. For example, in the dataset for the Poobengrigure 3) the 12 largest hotspots correctiytifie 40% of CCP
click-points but only 8% for PCCP. It should be ewthat these are individual click-points, not pamsls. An attacker
would need to correctly identify all five of a useclick- points and images in order to succesgfglless a password. For

a more detailed discussion of security, see [5].
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Figure 9: J-Function Showing Amount of Clustering & Different Radius Values Measured in Pixels for PCP,
CCP, Pass Points- Lab, and Pass Points-Field on tR@ol Image
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Figure 10: J-Function Showing Amount of Clusteringat Different Radius Values Measured in Pixels for ECP,
CCP, Passpoints- Lab, and Passpoints-Field on thea€& Image
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Figure 12: Cross J-Function Comparing PCCP, CCP andPassPoints-Field Reference Dataset for the Pool &ge.
PCCP is Most Dissimilar

Due to the large set of images used in PCCP and @ERurrently do not have hotspot information tnnaages
and thus could not build an attack dictionary fotire passwords. However, we can use the same theed in the CCP
study [5] as an estimate. For CPP, the top 30 btgsgn an image cover approximately 50% of clickafm(see Figure 7
and Figure 8). Assuming that a password consist afck-points, the probability that a given passtvis found in an
attack dictionary built from these hotspots woull m55= 3%. For PCCP, the top 30 hotspots covevesst 12% and
25% of click-points on the Pool and Cars imagesyusiag an estimate of 20%, the probability thataasword is in the

same attack dictionary becomes 0.25 = 0.03%.

Standard statistical methods were inappropriatetticg analysis because of the 2-dimensional natdiréhe
click-point data. We instead applied point pattenalysis from spatial statistics [8] to measuredbeurrence of hotspots
and to evaluate whether click- points from the entr PCCP study largely avoided hotspots establishedhe
PassPoints-field study. We used the R programmamguage for statistical analysis and #patstat package [1] to
conduct our analysis. To measure the level of etirg of click-points within datasets (the formatiof hotspots), we used
the  J-function [26] statistic from spatial analysis. The J-funoti@ombines nearest-neighbour calculations and
empty-space measures for a given radius r in dademeasure the clustering of points. A resul afoser to O indicates
that all of the data points cluster at the exaotesaoordinates] = 1 indicates that the dataset is randomly dispersedi, a
J > 1 shows that the dataset is uniformly distributecalty, we want the results to be near 1, indicatimg the click-
points are nearly indistinguishable from randoménerated points. Figure 9 and Figure 10 show tliekt-points on the
Pool and Cars images are more randomly dispersedGE&€P than the other three datasets, indicatiagthe persuasive

viewport was successful at guiding users to setexe random click-points.
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We further looked at the J-function measures at 9 pixels for the set of 17 core images. A radifis9o
approximates the size of the tolerance squaresl@ $xxels) used to determine whether a click waseod during
password re-entry. Figure 11 shows that PCCP appesacomplete spatial randomness for all 17 imégesr J = 1) and
is much more random than the CCP (t(15) = 9.85,0061) and PassPoints-lab (t(15) = 11.70, p <.0daigsets. A line

graph was used for clarity, but in reality these discontinuous points.

The Cross J function [27] is a multivariate summary statistic measurthg interaction between two spatial
datasets. We use it as a measure of whether thé® Ri€k-points differ from those collected in preus click-based
graphical password studies. Cross J close to Gcateb that the two datasets are taken from the gmpalation,
Cross J = 1 shows that the datasets are distindtCaoss J > 1 means that the datasets “repulsdi’ @her. Figure 12
shows the Cross J values comparing each of thetlales to PassPoints-field for the Pool image. vidiees for PCCP are
approaching 1, indicating that the PCCP dataseisisnct from the PassPoints-field reference sehil8r results were
found for the Cars image. As results for PCCP &sest to 1, the Cross J function supports thertissehat the PCCP
dataset is most dissimilar (among the three labsgds) to our reference dataset of PassPoints-field

Table 4: Questionnaire Responses Scores are Outldi. The Statements in Parentheses Provide
the Equivalent Meaning for the Reversed Statement)

Question Mean [Median
1.1 coulc easily creatt a graphica passwor 8.C 8.C
2.* Someone who knows me would be better at guessingraphical 7.0 8.0
password than a stranger (i.e., when reversed:ésomwho knows me would
not be any more likely to guess my password thsineenger”)
3. Logging on using a graphical password was easy 4 6 7.0
4. Graphical passwords are easy to remember 6.0 6.0
5. * | prefer text passwords to graphical passwords (kken reversed: “I like| 4.9 5.0
graphica password al leas as mucl as texi passwords’
6.* Text passwords are more secure than graphical pads\i.e., when 6.2 6.0
reversec “Graphica password are ai leas as secur: as texi passwords’
7. | think that other people would choose diffenpoints than me for a 7.2 7.0
araphica passwor:
8. With practice, | could quickly enter my grapHipassword 8.3 8.0

D. User Opinion and Perception

A subset of the final questionnaire is reportedehdihe selected 10-point Likert-scale questionsespond to
those reported in the previously cited studies5]3,Users rated PCCP favourably (Table 4), withnadldian responses
neutral or higher. They felt that PCCP passwordeveasy to create and quick to enter, but they iredaimpartial on
their preference between text and graphical pastsvoSome of the questions were inverted to avoids bi
(identified with a *). The scores for those questiavere reversed prior to calculating the meansnaedians, thus higher

scores always indicate more positive results foCP@ Table 4.

We compared the two security-related questionsn@ @) to the previous CCP responses to see if PCCP
participants felt that their passwords were moreuse A Mann-Whitney (U) test was used to compde sets of
Likert-scale responses since they are compriseatddred categorical data. The responses show @pPPparticipants
felt that their password would be equally difficati guess for strangers or someone who knew thehilge vECP
participants were unsure (mean = 5.5, median =(&I® 675, p <.005). This may indicate that PCCRigigants felt that

their password did not contain personally identiéacharacteristics, Also, PCCP participants fedit graphical passwords
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were at least as secure as text passwords whilepa@@iipants were unsure (mean = 5.1, median ¥(88 723, p<.05).

It appears that users were aware that the viewpast helping to create more secure passwords amdhia
passwords were more random (i.e., less based @ormdruser choice). Several commented during thsige that they
were avoiding certain points because they wereotodous or too likely to be chosen by someone aise that the
viewport was useful for helping them select a atliek-point than they would have selected onrtlosvn. We speculate
that in these cases users may be forming a morteaeanental model of the graphical password systednlearning how

to create stronger passwords. More research issdgedconfirm this shift in users’ mental models.

E. Validation of Hypotheses

We now revisit our hypotheses to evaluate whethactept or reject them in light of the data analys
» Users will be less likely to select click-pointatiall into known hotspots when using the persieasiewport.

» Hypothesis Supported:This was confirmed by using known hotspots from BassPoints-field data to
attack the PCCP and CCP datasets. Click-points vedgaificantly less predictable for PCCP
(recall Figure 7 for Pool and Figure 8 for Carsglicating that they did not fall within known hotsgp.

* The Cross J-function results also provide statistavidence that the PCCP dataset is distinct fiioen

PassPoints-field dataset.
e The click-point distribution across users will bena randomly dispersed and will not form new hotspo

» Hypothesis Supported:The results of the J-function tests show that t6€P dataset is more random

(less clustered) than the previous PassPointdlassPoints-field and CCP datasets.
* The login success rates will be similar to thostheforiginal CCP system.

» Hypothesis Partially Supported: The login success rates are slightly lower with PC®ut the
difference is not statistically significant. It mag that PCCP click-points require slightly moragtice
before being successfully memorised. Given that theid hotspots, it intuitively makes sense tleas|
obvious areas of an image may require more attetdionemorise. It may also be that since the inisge
initially dimmed during password creation, usersl hess chance to initially memorise the location of
their point in reference to the remainder of thage However, the learning curve appears accepaable

99% of trials eventually ended with a successfgifio

» Participants will feel that their passwords are ensecure with PCCP than participants of the orlg@rP

system.

» Hypothesis Supported:The questionnaire results show that PCCP partitspfelt that graphical passwords were
at least as secure as text passwords and felthbat password was less personal because thewbdlitat

someone who knew them was no more likely to guesis password than a stranger.

VI. DISCUSSIONS

Graphical passwords have some drawbacks as a foautleentication. They are susceptible to shoutdefing

(i.e., when it is possible to observe or record esone entering their password to gain some or ahefdetails necessary
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to log in to their account). There is also someceon about interference [3] when users have to ndmee multiple
graphical passwords. However, graphical passwoodsfiér an excellent environment for exploring &pes for helping

users select better passwords since it is eagynipare user choices.

A common goal in authentication systems is to méeénthe size of the effective password space. Wlisem
choice is involved, this also becomes a usab#isyié since users will be responsible for seled¢ting password. We have
shown that it is possible to allow user choice w/silill increasing the effective password spacethéamore, tools such as
PCCP’s viewport are only used during password imeato they cannot be exploited during an attackaorexisting
account. We could further deter users from selgctihvious click-points by limiting the number ofufies allowed
during the creation of a password or by progresgistowing system response in repositioning thevpiert with every
shuffle past a certain threshold. These approaghesent a middle-ground between insecure but mdierser-chosen
passwords and secure system-generated random pessivat are difficult for users to remember. Whiker choice is
constrained with PCCP, the low number of shufffelidates that users were willing to accept theesyst suggestions and
we believe that this design decision is justifigdtbe increased security it offered and the apphreninimal usability

drawbacks.

Providing instructions on how to create secure \pasds, using password managers, or providing teoth as

strength-meters to gauge the strength of a passharel had only limited success [10].

The problem with such tools is that they requirditohal effort on the part of users who are cragafpasswords
and often provide little useful feedback to guidee tuser’'s actions. In PCCP, creating a more sepassword
(by selecting a click-point within the first systesnggested viewport position) is the easiest coofsetion and requires
little cognitive effort. Users still make a choibet they are constrained in their selection. Sifigaliion and creating a
path-of-least-resistance are both recommendedtgtestin Persuasive Technology for encouragingsusebehave in the
desired manner. PCCP demonstrates one possiblieatjapi of Persuasive Technology [11, 12] but ottteategies could

also be applied, even for graphical passwords.

The idea of guiding users during password seleatamm be extended beyond graphical passwords anthawe
some evidence that it would be useful in increasthg effective password space of text passwordswel.
An analogous system to PCCP for text password migkt a “hangman” or “Wheel-of-Fortune” strategy weha@ew
passwords are seeded with a few randomly assighedacters and users must fill in the remaining atiars.

For example, the system could offer

__9Q_

as a starting point. Here, the !, 9, and Q aredfigkaracters and users must choose the remainargathrs of
their password. Users could shuffle to get new oamlgt positioned and chosen characters if they weble to create a
password using the current suggestion. Such amaystauld reduce the occurrence of weak passwordsistarg solely of
dictionary or common words and would limit passwaeduse since any new password would also contaiidlam
characters. We expect that these passwords woultidte memorable than system-assigned passwords giecuser
could personalise the password to some extent aodldwbe engaging in its creation, which should healjh
memorisation. Initial pilot testing of such a systeevealed that this particular approach may mataidifficult for users

to create their passwords. They resorted to pradietpatterns such as repeating the system-assigpaeacters.
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Instead, we allowed users to create their passwordhally then the system inserted a few randomaattars in
random positions within the password. For examil&qeir original password was “fluffy”, the stretigned password
may become “f2luffRy”. Users could shuffle to fiadcombination that seemed suitable, but again lehgiffequired time
and effort. Users saw their modified password a@dntered it with the additional characters. Laduits indicate that this
may be a viable approach [13] because the passvemedmostly user-created and the extra random ctessaincrease
their security. We speculate that users were abldsualize and remember their password in “chunh the inserted
characters in between these chunks [14]. Howekerptore interesting question is whether the rexuliasswords would

be sufficiently memorable for long-term practicakuWe cannot at present answer this question.

Another often cited goal of usable security is hapusers form accurate mental models of security.
Through questionnaires and conversations with@pénts in authentication usability studies, &marent that in general,
users have little understanding of what makes al gmssword and how to best protect themselveseriliarthermore,
even those who are more knowledgeable usually amniiehaving insecurely (such as re-using passwargsoviding
personal information online even though they arguoem about the security of a website) becausenibi®e convenient and

because they do not fully understand the possilrisequences of their actions.

We believe that guiding users in making more sealeices, such as using the viewport during gragbhic
password selection, can help foster more accuratéahmodels of security. Rather than providinguanstructions such
as “pick a password no one will guess”, we arevabti showing users how to select a more randomvgasisas they
perform the task.

Although these initial results are promising, fertlwork is needed to test the long-term memorghift PCCP
passwords, test the effect of interference whemnsuseist remember multiple passwords, and obsemehehaviour in a
real-world setting. A field study where particippnise PCCP passwords instead of text passwordsctssa online

resources over a few months (similar to [3]) wopttdvide insight into these issues.
VIl. CONCLUSIONS

An important usability and security goal in autheation systems is to help users select bettemmads and thus
increase the effective password space. We belleateusers can be persuaded to select stronger gralssthrough better
user interface design. As an example, we desigeesuBsive Cued Click-Points (PCCP) and conducteshaility study
to evaluate its effectiveness. We obtained favdaradsults both for usability and security.

Graphical passwords provide a useful environmentdsting such approaches because it is easiestégrdine
the similarity of passwords and hence test for ati@ristics such as the occurrence of hotspots.eMerywe believe that
these ideas could be adopted for text passwordgetshelping to increase the effective passworacspby encouraging

users to behave more securely.

PCCP encourages and guides users in selecting naodem click-based graphical passwords. A key feaitu
PCCP is that creating a secure password is theh-gfdieast-resistance”, making it likely to be magffective than
schemes where behaving securely adds an extrarbundeusers. The approach has proven effective catcheg the
formation of hotspots and avoiding known hotsptiss increasing the effective password space, vehillemaintaining

usability.
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